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1.1 X F i AH

AULHIFE TGRS 10T-861 IS, RARMERIEMEREI, T TR G IEREIZH .
FEAE FHIERC AR 2 B, 17 A 4 R s A Ui B 5

1.2 FRRUER

AU 3 e et A S BIR 2 RBCAN ] = il I R AL i R e R TR, A AT RELE AN K0
JHEE LT R B EAT R

P ®
SiboTech g vwsimm skt s m B .
SRR LRI, PR ST 5 TR S A M S A 02 A, SRR
W, AR

1.3 RiE

IOT: Internet of Things, #JHEM

REST. MQTT: 9k FH 21 fryim 5 A vE i o
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2.1 A IRE

I0T-861 PPk MM /2 SiboTech 24 F 4 Hi R X M AV E X A0 ELIR (9 9 DG 7=, A 7= i (1) £ B D) e 2
K Talk Bl PLC. DCS K™ B € UM B 52 5 ToT PRl 8, JF 24, wEEH 4% 3 Internet .

I0T-861 FZ N FHFHEEWE . 786 1T FHLRALEM . HMTIKELE. BEHEEH. K
TINHL . BB A AE 5 54T

2.2 PR

Rl & OPC 3R, REJRZBLA MRS, W PLC, DCS, OPC Server 5%

¥ i 2 ¥ 4% [oT #%1, 41 MQTT. REST. ThingWorx, J5{f#% A Internet #3474 i 45 71

FE KB O¥E, W OPC DA, OPC UA. NET. ODBC 1%

DT, ENAFEMAR AR FEE, — @i, R RGMREtEr. ST, BRI
JER

* & o o

2.3 FARFER

[1] REfS L Z Ei) W HI# %, W Siemens. Rockwell Automation. Schneider. ABB. Omron. GE.
Mitsubishi. Honeywell. Toshiba. Yaskawa #1 Beckhoff %5 ;

[2] #F OPC #11, ¥ DA. XML DA. UA LLF HDA 11,

[3] 4 10T $#11, SZFF RESTful Client/Server. MQTT. ThingWorx;

(4] A SRR, ORI ODBC # H RS0 P 5 N4 s

[S5] WERHE 10 f,  SCRRBRIE A b K &

[6] Hr—ARAWEKIN W5 S HF 2 1% 200 FIAEFPAITML, A iR IS I T SREAT R BRI L0 1 R K s

[7] BA VKM, B AT N4 miR ] SE G D H T RS R, (ER 5 1y M ATEC B R PR ORI 5
(8] RBEE/ITA. VIMeThae, vl F T2 A BRI S P R
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[9] AhEpEE:

® 5/ USB2.0#%IH, 1/ USB3.0#:H;

® 2/ 100/1000M M, SCHEMIZETUAR

® [ 8~ COM [, COMI I COM2 1] 1% 3Z #F RS485/422 B RS232, H AR SCHF RS232
® < ¥F HDMI s fiith /2 VGA %t

[10] f7f%: SZHFF Mini-SATA #, e KEEFR, faEnl
[11] HJs: HERHA 12VDC;

b

[12] AR ST (W*H*D): 230mm*83mm*205mm;

[13] %¢%%: 4.5mm IR BFEEH:
2.4 B RAPERE

2.4.1 BHFIIRE( GB/T15153.1 classlIl )

EMEPN IS
Jiti fin 3% Fie PR N [ 2 2 [
AT AN [a] %ot
51 BB 2.5~3kV
R IES 1.0~1.5MHz
it 0 1/2 ZE el 1) >6ps
HE W 50 [a] PA_E/s
s 2 At BELT 150~200Q

2.4.2 PUE B Bk EER L ( GB/T17626.4 classIIl )

LR AR A FSS AU [ 8. 2KV
CENER e
FHH A 1kV
HE MR 5kHz
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2.4.3 B EE R TP GB/T 17626.2 classIII )

i o i A 12 I R AR A S 4y

HE. B 6kV B, TR — MR E HIRL 22.5A
V€4 BE4L 1 ML ERIEIRE 10 [B1EL L
et AR

2.4.4 $EET R ( GB/T 17626.3 classlIIl )

ZEV -G E 150MHz, 400MHz, 900MHz
R 98 10 V/m
UL N IRrA {515 TR 28 i s i lf 2 B, B el ity -, W 402 B FEL O
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3.1 A

1EALA:

USB 2.0 #11

iz v

RJ45%2

USB3.0 #11
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3.2 BT

Indicator Status Description
B IR TR
PWR
RS 71k TAE
ARGEDAPES Hlf 5 e
HDD
AREDY ToHHE AT
3.3 &0
3.3.1 HIEEMD
—

www.sibotech.net

E —4—— 2:GND
] 1: V+

Pin Function
1 V+
2 GND
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3.3.2 ARMENO

FJ-45 port

DK R F RJ-45 $fiifse,  H gl e L (ARERLRIMNAE 5D Wi

T (ERcalL

S1 TXD+, Tranceive Data+, %ijH!
S2 TXD-, Tranceive Data-, ffith
S3 RXD+, Receive Data+, #ij A\
S4 Bi-directional Data+

S5 Bi-directional Data-

S6 RXD-, Receive Data-, FiA
S7 Bi-directional Data+

S8 Bi-directional Data-

3.3.3 RS-485/RS-422 ¥ 1

I0T-8617% i 148545 I AR HEIRS-4854% 111, LA N AR A = FhRS-48 5451k :
> RS-485 fLHHAARIEAKHIE
© M. LML, WA AR e 2 24 o F P ;
@ fEHIEZ: 1200 bit/s~115.2Kbit/s;
@ B GEMORNA ST, WAl B, BOR T IHEL R (EMO);
@ uhi B BB 32N O AR, W E] 127 Ak G gk,

www.sibotech.net ’ Si bO Te Ch®
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® kiR 5 H AR T

> RS-485 (LM s ZHEE

O A %HE RS-485 MLk %

@ R BRI P o %A — AN 22 LR, 120Q 1/2W B ORI 26 AT SEIZAT

ERAT R R I ARHE AR & LR, F P TR 7 BEEAT HR4K

DATA- GND
1 |DA”IFA+ I s
bbooo
O O OO0
6 9
£ L0 ) 2

Sl | RS-422 | RS-485 it
1| TX- DATA- RS-485 Hdfs 71/RS-422 Kik it
2 | TX+ DATA+ RS-485 %#f IE/RS-422 Ki%IE
3 | RX+ NC RS-422 #CIE
4 | RX- NC RX-422 # 6t
5 | GND GND GND, it
6 |NC NC NC
7 | NC NC NC
8 | NC NC NC
9 |NC NC NC

3.3.4 RS-232 &

I0T-861 1) RS-232 2 [ R F bt 2, P ARSI 75 B AT e 4k o
10 ° ®
www.sibotech.net SIbO Te Ch
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Eitipa

B R R e i E RS

KL, B e i E DRI

S| A
2 | RXD
3 | TXD
5 | GND

GND,

3.4 FiA

AP NS SCRER TR AL, i s8R AL, ARG LSl sh 2 L.

www.sibotech.net
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I VST IVAEEE 1)

PATR LA A BT DABRE N 45 H TOT-861 -
1R SR B P SRR R 220V SR A, sl R, DR
2. A AL E 10T-861:
Stepl: IREVEAEIR
PAPE ] S7-300 PLC A, A&z PLC #E4T OPC (s LA K anfl dE 45 g _F &3 = o

> ¥rEiEE: New Channel

1. $IJF “KEPServerEX V6” ¥, riii “File” > “New”, 5 LEF I “New Project”, #3.—/NHT
1 T2,

&3 KEPServerEX 6 Configuration [Connected to Runtime]

Fle Edit| View Tools Runtime Help

AR IR
=k i E"I’-;Tjed Channel Name / Driver Connection Sharing
=18 F“"m ST =
| rem= e R i}(]lc:k to add a channel.
§“7-a Mizzes
—£A] Advanced Tags
AR T T R

2. i “Click to add a channel” B¢ T B A2 FH “New channel”, 57—l .

(£3 KEPServerEX & Configuration [Connected to Runtime]

Eile .Edit View sals  Runtime _ﬂelp

0B dd 2| o i W

E'@ E:Ojem - Channel Name # Driver Connection Sharing
DEF‘IJ g}({lick to add a channel. ]

%;Lo Aliases

@ Advanced Tags
Bﬁ Alams & Events
| L0 Add Area

3. RBEFEENEAARIFEIE NI LIS “Device driver”, 1 FhiikIiitik$ “Siemens TCP/IP Ethernet”,
M “TN—7,

www.sibotech.net 2 Si bO Te Ch®
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\\__—/1' Add Channel Wizard

Select the type of channel to be created:

B SIS

SattBus Ethemet
SattBus Seral
Scanivalve Ethemet

Siemens 55 (3964R)

Siemens 55 (A5511)

Siemens 57 MPI

Siemens 57-200

Siemens TCP/IP Slave Ethemet

Simatic/T| 505 Bthemet

Simatic/T| 505 Seral

Simulator

SIXMET EtherTRAK |:|
SI¥NET UDR |
SNMP

SguareD Senal

System Monitor

Telemecanique Uni-Telway Slave i
Themn Westrnirs Fthemet

[ F—=mn || mmE |

W = =

VEE: WA P R AR R L A SR BB B IR, AT RE SR IR B e A i, L

5 B0 KEPServerEX V6 TS e, 1E 2 22 2% iy 75 EE DR B
4. BHUEIE 4 FR“ Channel name”, B SUN AR LR, Al ANMEAZ 2. 41 N & 0N Siemens TCP/IP Ethernet”,
By “ R,

-

@ Add Channel Wizard

Specify the identity of thisz object.

Hame:

Siemens TCE/IF Ethernet @

P2 || =& |

www.sibotech.net o Si bO Te Ch®
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5. EFEATHMNKIERSS “Network Adapter”. 1X BLiEHFSLbr T B MG RC Ry, M <7 30

M FEE 1, EFPTHIMGERS, fdi “OK” ZJa#di “F—17,

- = 1
K3  Add Channel Wizard
Specify the name of a network adapter to bind or allow the 05 to zelect
the default.
Fetwork Adapter:
L) @
.. | P || B |
e e e e
Available Metwork Adapters u
Binding Adapter Mame
Default
192.168.0, 100

Realtek PCIe GBE Family Controller

ok || cancel

14

www.sibotech.net SibO Te Ch®
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6. XPEIEHEATALEE “Optimization Method”, X BARFFERIN, B “F—#$".

-

G

Add Channel Wizard

Choose how write data 1s passed to the underlying communications driver
when more than one write exists in the write gueue.

Optimization Method:

['ﬁ'rite Only Latest Yalue for All Tags v] @

Specify the ratio of write operations to read operations, based on one
read per configurable number of writes.

Tuty Cycle:

= ©

[ F—mv || EmE |

7. BCEF RAbRE

“Floating-Point Values”, fRIFERIMEARA, B “F—4H"

G

Add Channel Wizard

o

Choose how to send inwalid floating point numbers to the client.
FloatingFoint ¥Values:

Replace with Zero Y] @

[ F—=mn ||

B |

www.sibotech.net
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SERC, FEIX HUAT RO DL b B 80 B #R HEAT 2 2

) -
@ Add Channel Wizard
_ ; i:fl!:i'ver o _S"i.ernens TCF‘,-’IF‘ iétlheme:t. =
El Diagnostics _
Diagnostics Capture | Disable
| = Bthemet Settings : P
| Netood: Adeyler | Defak
& W Cptumzatune
Optimization Method | Write Only Latest Value for All Tags |E| 3
[l ~ DutyCycle _ [ 10 T
= Hon—l'lmmdlmd Hoat Handling - -
| Floating-Poirt Values | Replace with Zero
| 4
| =
Optimization Method
| Choose how write data is passed to the underying communications driver when more than one
| write exists in the write queue.
| ==& || =& |
A

ST A48 I 4 IR R “Properties”, 5% RUHEIM 4 AR E BB S L

8 ' Property Editor - Siemens TCP/IP Ethernet

===

Property Groups B Identification
i

Noe ——[enens [Ch/P herc]
Ethemet Communications g:_s_c;ngtlon I T T
Write Optimizations ;D nyer - [RETE e A et
Advanced |2 Diagnostics o

Diagnostics Capture | Disable

|| Specify the identity of this object.

ok | Cancel Apply

Help

F=

www.sibotech.net
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> BrE%&: New Device

1. P BA R “Click to add a device” (T HA&~ R “New Device”, #HT ¥ &1 & .
S KEPS sy rEX 6 GG ation [CRRDECIe 0 o R B - N

File Edit View Tools Runtime Help

@_,\E.ﬁlmi‘?@ e e R

E@ T’jm * || Device Name I Model D
o v r
B E'FJ ety maick to add a device.
i ..oy \ ]
J
g‘ro Aliases
£ Advanced Tags
LR JE

2. BHIEAHR “Name”, BHECNTEERLH, ZEEASN “S7-3007, RJ5Hdr “F—187

- —_ -
()  Add Device Wizard

Specify the identity of thiz object.

Hame:

ST-300 @
|
]

| Ty || B |

L —

3. EFEBAEM “Model”, XHIATESE “S7-3007, Hidy “F—4H7,

www.sibotech.net v SibO Te Ch®
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-

&

Add Device Wizard

Select the specific type of device asscociated with this ID. Options
depend on the type of communications in n=e.

Model:

37-300

- @

[ T—#m | |

B |

4., HNEE “ID”, MR EEERN PLC B9 1P #ullk, WTFIRATES “192.168.0.217.

-

S

Add Device Wizard

Specify the device' = driver—spercific station or node.

ID:

floz. 1858 0. 21

[F=m ] |

Bl |

www.sibotech.net
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5. EFERH A “Scan Mode”, fRFFERIN, Hd “ T —37,

-

G

Add Device Wizard

Specify the method for determining how often tags in the dewice are
seanned.

Sean Mode:

Respect Client-Specified Scan Rate v] @

Provide the first updates for new tag references from stored (cached)
data rather than polling devices immediately.

Initial Updates from Cache:

e <] ©

[ F—2m || = |

e

6. WEIMMEAINHZH “Timing”, REFBINMEAR, B “T—H7

r

G

Add Device Wizard

=)

Define the maximum amount of time, in seconds, allowed to establish a
conmection to a remote device. Connection time 1s often longer than
communication request time for a dewice.

Connect Timeout [5):

g @

Specify an interwal, in milliseconds, to determine how long the driwver
waits for a response from the target dewice to indicate completion.

Request Timeout [ms):

2000 (7))

e

Indicate how many times the driwer =zends a communications request before
conzidering the reguest to have failed and the dewice to be in error.

Retry Attempts:

m

| F—=mn || Bug |

www.sibotech.net
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7. WERMIE “Demote on Failure”, PREFERINIZEAA, Hdi “TF—27
_ I

@ Add Device Wizard

Automatically remowe the dewice from the scan dus to communication
failures.

Damote on Failure:

reere—

[ T || EmE |

A

8. HZNEMIIEBE, REFRINVE, Hdi “F—H7%
g 7 E; Fy

@ Add DevicaWizard

Select the antomatie tag generation action to be taken on dewice startup.

»

On Dewice Startup:

Do Hot Generate on Startup v] @

m

Indicate the preferred method of awoiding creation of duplicate tags.

On Duplicate Tag:

Delete on Create v] @

Indicate a tag group name for new generated tags. If empty, generated
tags are added at the deviece lewvel.

Farent Group:

@ -

| P~ || miE |

www.sibotech.net 2 Si bO Te Ch®
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TR M step7 TAE M A ZER tag, Fk$% “always generate on start up”. H BT 32 $F TIA Portal
Al step7 TAESCAFI b A% .
0. BEBHRE, RIEFMAMIAE, e “F 57

@ Add Device Wizard

Set the TCF/IF port number configured for thiz dewice.

Port Humber:

@

Enter the dewice port number where the NetLinl adapter iz connected
MFI I0

o @

| T || B |

10. WHE S7EINSE, XEBRAVRFFEIMIAL, Bl “F—H7
Hor: “Link Type”: #E3HRA, —REVNILESE “PC”.
“CPU Rack”: CPU FTENLZEMIN B, 25 STEPT ik BEHALE 5.
“CPU Slot”: SEFR#ESL ) PLC #J CPU FT{EIM AL, # 5 STEP7 Bt EHIALE —2.

www.sibotech.net 2 Si bO Te Ch®
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7 z EE B
K3  Add Device Wizard
P
Specify the remote [dewice) unigue address for thiz comnection im
hexadecimal il
Eemote TSAF:
|4D5T | @
Zelect the type of conmection link to be uzed in communications.
Link Type:
I
||
i Enter the rack number where this CFU resides.
i mrarn
[ F—=mn | [ = |

1. WEFTHIT, RAMRFERIAALE, Bl “F—357,
M, Big Endian: Kk =

Little Endian: /¥Rt

www.sibotech.net . SibO Te Ch®
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- e -
9  Add Device Wizard
Select the byte order for 16-bit and 32-bit walues. Big Endian Motorolal
iz the default byte order for Siemenz ST controllers; Little Endian
(Intel) is also awailable.
Bywte Order:
Big Endian ~| @
| [ F—m | [ = |
-

12, SRR TRCH, AU EER, ERATE S < T 25,
Cx )

@ Add Device Wizard

Select the source for taz inport.

| v

Tzg Import Twvpe:

@

ey + Fi

orial Exporter Zile |
Lecste and select the Jienens Step T project file from vhich to import
Leg=.

Ster T Project [# STF): 3

(] @

TIA F

Select the FLC program withen the Step T procect for vhich 1ags should be
gener ated.

Frogram Path _ 4

. [(F2m | [ wa |

www.sibotech.net » SibO Te Ch®
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TE7 . KEPServerEX S #iM step7 LRE AT TIAportal A2 ikft) “ TPE” XA E 304K tag , 7E Tag
Import Type | 7352 B AR B B T AARZERAY, SR G IEFAA LT SO 812, IETE tag generation i+

“always generate on start up”,

i N
7 - | o
: _
@U,| | » PHER » THEES (E) » S7Proj » -4 |[ 2= 5700 o
E vy EEs =~ 0 @
 ksnwve 4 s=x : BMEs =m
| 4@ S7Proj
S _ONLD001 2016/9/9 9:54 i
bl 123 I 122 2016/11/14 957  iE=
bl ep-321mp | ep-321mp 2016/11/3 10:45 i
I [l pca-100 || pea-100 2016/11/15 10:20 304
sl pmizs | [l pm12s 2016/11/10 15:06  S7i=
bl pm-160  |=| U pm-160 2016/10/24 10:34  Sritkss
» B 7.Prot ) 57 Pro1 2016/10/13 9:44  HE%
o B S7.Pro2 I 57 Pro2 2016/9/26 1453 it=
il it J tco-151 2016/11/15 0:28 iz
| test321 2016/9/22 851  Trit=
b test221 <A i b .
rojID.pro 2016/11/18 11:08 PRO =24
|| S7SET RIS e
L eToKa v 4 1 | b
THEEN): ~ | Al Files ¢ -
EChalkEe

13, WE LGS, B “o87. R EL AT DL R BB BT B
r 7 E; B

@ Add Device Wizard

= Identification » |
Name [ 57300 Fi
Description . ‘E
Channel Azsignment | Siemens TCP/IP Ethemet
Diver | Siemens TCP/IP Ethemet
Model 's7300
D [192.168.0.21

= Operating Mode
Data Collection [ Enable
Simulated | No

= Scan Mode '
GeaMads | Respect Ciiet-Specfied Scan Rate =

[ =am || = |

www.sibotech.net * Si bO Te Ch®
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FIP AT DU B B i e & A BRI £ “ Properties ” =l XUk 2% 4 AR RAB OB % S 4L

@ 1 Property Editor - Siemens TCR/IP Ethermet57-200 E_3 o S|

Property Groups _E_ Identification B
i . O — T
Scan Mode = Descnphon
Timing Channel Assugnmerrt $|:er_r!e_1_'15_tl_'E;_F‘;’IP Ethemet
Auto-Demation I r[\]nﬂ:: gﬁmﬁs TCF/IP Ethemet
Tag Generation L R i
Commurication Parameters o D e e 1192.168.0.21
57 Comm. Parameters E)mfg'”"g““de -
Addressing Options ata Lollection | Enable

Simulated No
Tag Import ol ikl R
Redundancy

| Name

| Specify the identity of this object.

OK || cance || Aoy [[  Hep

> FERE: New Tag
1. BEHHAAFIH R “Click to add a static tag”, 3¢ L EAZH ) “New Tag” Hiilir,
S KEPServerEX 6 Configuration [Connected to Runtime] NI . ol

File Edit View Tools Runtime_ Help

&: @ EP?ECC: : ag Name [ Address. Data T'_.rpj
ol nnectivity - 5 > n :
; o m Siemens TCF/IF Ethemet #7 Click to add a static tag. Tags are naot required, but are browsable by OPC clients.
----- ]
----- 43}\—@ Aliazes

----- @ Advanced Tags
5 ﬁ AMlamms & Events

WA 75 BRSNS, ] DAAE BT AR 2 2 T Y6 8 7. New Tag Group, Hidi THF: “New Tag
Group”s

3 KEPServerEX 6 Configuration [Connected to Runtime] NN i . 08

File Edit View Tools Runhme_ Help

N 4 By @ x| E

& @ Project T Tag Name [ Address Data Type

=2 [pnlj Connectivity | ) : ; ;
FE m Siemens TCF/IP Ethemet ¥ Click to add a static tag. Tags are not required, but are browsable by OPC clients.

i____%,.@ i zs00

----- -5 Advanced Tags
5 @ Alams & Events

www.sibotech.net > SibO Te Ch®
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2. WHE Tag J@Mk, XBEFEATEE Name (ZFK) A “PQW2727, Address (Hihk) “PQW272”, Data Type
(BE2EAD): “Word”, Description ($#iik): “SEND”, /\@%ﬁﬁﬁmmﬁ i/é “OK”.

_
i Property Editor - sw;lp Ethemet.m

===

m.,hh

EHD

Property Groups E‘ i i
General | Heic
| Descn'ption

Scaling

= Data Prupertles
Address
Data Type
Cliert Access | ReadWrite
Scan .Hate-_-{ms_} 100

| Dda Type
|| Select the format of the incoming tag data.

=/

| oK

I

Cancel

|[_re ]

|

R H'S Address (b)) I, W2 RIS 1 N A2 WA Ve A I SO VR il AR M

Scaling # & : X HEIATRFFERIME

-
B ' Property Editor - Siemens TCP/IP Ethernet.57-300

=

Property Groups B Sealing _
General | Thoe | ot

26
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3. AP AR AR A B ik 4% “ Properties”, B X ili Tag KM A GBI S B

KEPServerEX Il 55 75 it 1% & 5€ .o

7 B
i ' Property Editor - B[ JF57-300.PLC.PQW272 =5
Property Groups | B Identification _ |
General | Name | PO‘_:'!.I’Z?Z
Seal | Description SEND
caling | ch ki sl =
=] Dz_ta Pmpemw
Address pawarz
05 Tpe o _
Clisrt Access | ReadVirite
Scan Hate_{ms_} | 100
. : MName
. || Specify the idertity of this object.
|
i ok || Ccancel Bpply Help

X 5% B 52 K KEPServerEX iR 55 #0479 it

I EJATIFPET]F S7-300 PLC, FH STEP7 % PLC #AT4HE, T#EEF, LAURIET HAH PQW272, X
ANF B e PLC IS as, A EE T Address FTIR (E A 01—FE, A OPC client ViR ANE], H
RiE5% “f£ STEP7 % E S7-3007.

2. miili CE 5T KEPServerEX THAZH ) “QC”7, 8 miidi LM “Tools>Launch OPC Quick

Client” #A7MHR

www.sibotech.net Y Si bO Te Ch®



http://www.sibotech.ne/ent

10T-861
ENEY ) ISIZES

User Manual

I Tools | Runtime Help

Event Log

rojec:t

Launch OPC Quick Client

PAW272

Options...

¢ B Add Log Group...
D EFM Eorter
- {8 Add Poll Group...
& IDF for Splunk
; @ Add Splunk Connection...
= §§E loT Gateway
8 Add Agent..
E| @ Local Historian
'[j Add Datastors ..

m

-] Scheduler
Add Schedule... ml
[-@f SMMP Agent <l m 5
Date T Time Source Event =
(i) 2M6112/21 5:.03:27 KEP ServerEX\Runtime Advanced Tags Plugin W6.0.2107.0
i \l ARA S AN LW, L ) [P o AR 7, % RS Thoal dSno Al._: WrAA4NT A | i
] 1 ¢

Default User Clients: 0 Active tags: D of 0

3. mili “QC” JEHBLLAR FH

[ag] OPC Quick Client - Fi5E = - — — - - - -
File Edit View Tools Help
D@ e ee | $BBEX () )
E-+i) Kepware KEPServerEX. V6 tem ID | Data Type | Value | Timestamp Guality | Update Court
Datalogger ) Siemens TCP/IP Ethemet 57-300,_Rack Byte 0 09:37:00.847 Good 1
System (@ Siemens TCP/IP Ethemet 57-300._Slot Byte 2 09:38:14.857 Good 2
iemens TCP/IP Bthemet._Statistics |7 gjemens TCP/IP Ethemet S7-300 PQW272 Word 236 09:37-19.638 Good 2
Siemens TCP/IP Ethemet._System ___
4 Siemens TCP/IP Ethemet.57-30

iemens TCP/IP Ethemet.S7-300._Ste
iemens TCP/IP Ethemet.S7-300._Sy

4 m | (S B u
| Date | Time: | Event -
Qoe2n 93649 Connected to server Kepware. KEP ServerEX V&' B
0 2016-12-1 5:36:52 Disconnected from server "Kepware. KEP ServerEX V'

0 2016-12-21 5:36.58 Connected to server "Kepware. KEP ServerEX.VE'

o 2016-12-11 5:37.01 Added group '_DataLogger'to "Kepware KEPServerEX VE' g
0 2016-12-21 9:37.01 Added 4 tems to group *_Datalogger’.

0 2016-12-21 5:37.01 Added group *_System'to "Kepware KEPServerEX V6.

0 2016-12-21 %:37.01 Added 24 tems to group *_System’.

Q2061221 33701 Added group "Siemens TCP/IP Ethemet 57-300"to "Kepware. KEPServerEX VG
o 2016-12-21 5:37:01 Added group "Siemens TCP/IP Ethemet.S57-300._Statistics’to "Kepware. KEPServerEX VE'

Qo0s1221 3330 Added 3 items to group “Siemens TCP/IP Ethemet 57-300"

@o0e1221 33701 Added group 'Siemens TCP/IP Ethemet S7-300._System’to ‘Kepware KEP ServerEX V6"

0 2016-12-21 9:37.01 Added 7 tems to group “Siemens TCP/IP Ethemet S7-300._Statistics’.
oM 11 ea7n BeAdadA rrnin “Cimmare TMB AR Cihamet  Shaticting’ tn Wanumrs KED GanarEY UE =
Ready ftem Count: 76 7|

— —

M F) “Quality” 25N “Good” i OPC Server 57411 S7-300 PLC 1IEAfIZERE, 2B EHE

F “Value” TR,

# SiboTech’
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Step2: EHIEHIERI=
A SCA# ] Node-RED B FH SR 5GAIE 75 B4 1815 5

i+ 10T-Gateway ffiff, rith “Add Agent...”

 Fle Edit View Tools Runtime H

D Ed | &S e ®

R “Click to add an agent”, %% REST Client

=-{F Project
=[] Connectivity
ﬂ;’ Channel1
ﬂﬂ Channel2
Bﬂﬂ Channel3
L[l Click to add a device.
%7"0 Hiases
LM Advanced Tags
Bﬁ Alarms & Events
| L[ Add Area...
Eig Data Logger
i B Add Log Group...
=) EFM Exporter
i L0 Add Poll Group...

1DF

&% IDF for Splunk

i {z) Add Splunk Connection...
5= loT Gateway
L Add Agert...

f’ Add Datastors...
=] Scheduler
¢ fi@ Add Scheduls..
=@ SNMP Agent

L] Add Agent...

Agent

Enter the nmame and choose the type of Agent to create.

Hame:

Type: |REST Client

www.sibotech.net
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J |
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)
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T2, mORE, SCEBRIAE S 3000 £ 1880

HITE/ 3
UEL:

Method:

Fublizh

Rate
“ i

i

S =

http://127.0.0.1: 1830/ keptest]

)

100002 Timeout
e R

(1¥ide Format [(every tag in ewery pr

@ Harrow Format

Max ewvents

1000 E

KE—$®|F—%w > |

e |

R %, HEEK

Hm—A> tag ] REST Client Agent H1i

e 0 D

Indude system/internal tag groups

Elﬂﬂ Channell

----- ) _Statistics

Em Devicel

=l Channel2
7 _Statistics
5 _System
Em Devicel

=il Channel3

7] _Statistics

5 _System
= Devicel

www.sibotech.net
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Server Tag: Channel3.Device 1.PQW272|

: =]
Scan Rate (ms): mnu_g|

Publish
@ Only on Data Changes

Deadband (%%):

i) Ewery scan

Enabled

51 KEPServerEX 6 Configuration [Conne

| Ele Edit View Tools Runti Help

DB &seaae @ 9% x| E

=-{7#] Project

| Server Tag / State Data Type
=8 Connectivity

anneld.Devicel... Enabled

Bﬂﬂ Channel3
... {M Device1
%w Aliases

i£A] Advanced Tags
[ Alarms & Events

i B Add Area..

Bg Data Logager

¢ =B Add Log Group...

E-(T) EFM Exporter

¢ ¥ Add Poll Group...

=& IDF for Splunk

¢ 4D Add Splunk Connection...
Bf,k loT Gateway

E| O Local Historian
[ ¥l Add Datastors...

7E Node-Red H1, Hrt— N m a0 T

<Method:POST;URL:/keptest>

HE LI E, JSON #& N E i Bon1E “debug” FHiH

31
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Node-RED x W (= [E=Ra >

& C | ® 127.00.1:1880 [

Q Flow 1 4 info debug

=1

~ input

}. { "id": "Channel3 Device1 PQW272", "v": 1074, "q" true, "t": =
1500256470475 1, { "id": "Channel3.Device1.PQW272", "v". 1075, "g": true,

"t": 1500256471488 }. { "id": "Channel3. Device1 PQW272", "v"- 1076, "q"

true, "t": 1500256472498 }. { "id" "Channel3.Device1 PQW272", "v": 1077

"q" true, "t 1500256473518 1, { "id™ "Channel3.Device 1.PQW272", "v"

‘ status w::

1078, "q" true. "t"- 1500256474528 }, { "id" "Channei3 Devicel PQW272",
—_ " 1079, "g™ true, "t". 1500256475538 }, { "
‘ i D REST Ciient > E. "Channel3 Device PQW272", "™ 1080, "q"™ true, "t 1500256476558 }, {
) "id". "Channel3.Device1 PQW272", "' 1081, "q": true, "t"- 1500256477574
‘ i 155!
| hitp \ hitp 20177AT L
e —— msg.payload : Object
| websocket () {"limestamp”. 1500256487906, "values" [ { "id"
— "Channel3 Device1. PQW272", "' 1082, "q" true, "t": 1500256478580}, {
B ®= O "ig" "Channel3.Device1 PQW272", "v" 1083, "q": true, "t" 1500256479595
— 1. {"id". "Channeld Device 1 PQW272", "v": 1084, "q" true
] we O 1500256480607 }, { "id" "Channel3 Device1 PQW272", "v"- 1085, "
— "t". 1500256481628}, { "id"- "Channel3 Devicel PQW272", "v"- 1086, "q"
o true, "t" 1500256462644 }, { "id": "Channel3. Devicel PQW272" 087,

"q" frue, *t": 1500256483651 }. { "id": "Channel3 Device1 PQW272", V"
1088, "q" true, "t": 1500256484675 }, { "id": "Channel3 Devicel PQW272",
E " 1089, "g" true, "t" 1500256485684 }, { "id"™
e "Channeld Device1 PQW272". v 1090, 'q" true, *t" 1500256486691 }. {
L. | id". "Channela Device1 PQW272", "v* 1091, "q". true, 't": 1500256487717
MR v 113 -

2, (FH 10T-861 EE AL 5 ) = F G iR 76 5.
Nodered  x (L i o |

& C | ® 127.00.1:1880 | i

Q Flow 1 Edit http in node info debug

=1

"Channel3 Device1 PQW272", "v" 1027,
= 1ethod POST % "q true, "t 1500256422808 }, { "id"
"Channel3.Device1.PQW272", "v": 1028,
"g" true, "' 1500256423828 }, { "id"™
"Channel3.Device1.PQW272", "v". 1029
"q™ true, "t": 1500256424838 }, { "id™
% Name REST Client "Channel3 Device1 PQW272", "v"- 1030,
"q": true, 500256425858 1, { "id™
"Channel3 Device1 PQW272", "v" 1031
"q" true, 200256426868 }, { "id™
"Channel3 Device1 PQW272", "v": 1032,
"q™ true 500256427878} ]}

inject

catch

msg.payload

@ URL Jsibotech

status

link

matt

http

websocket 5
msg.payload : Object
tep { "timestamp": 1500256437893, "values™ [ {
"id": "Channel3.Device 1.PQW272", "v":
udp 1033, "g" true, "t": 1500256428898 }, { "id"
"Channel3 Device1 PQW272", "v"- 1034,
output 'q" true, "t": 1500256429908 }, { "id":
"Channel3 Device1 PQW272", "v": 1035,
"q": true 500256430929 }, { "id":
"Channel3.Device1. PQW272", "v": 1036,
"q™ true 500256431939 }, { "id™
"Channel3.Device1.PQW272", "v": 1037,
- "q™ true. 500256432949 }, { "id™ -

debug

link
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IR WA E RS H O ThingWrox T &

1. J3H ThingWorx Native Interface

a. FTFFKEPServerEX, i%3%Edit | Properties #%3% ThingWorx

b. Server Interface | Enable i%&#¥ Yes

c. Legacy Modei% #Enable

2. % E Connection Settings J& 1t

a. k%I ThingWorx P& BT Host Hubk. Port ¥ 1. Application Key
(AR T8 Localhost. ERINHT 80 3 )

b. Disable encryption eI K A 5 ATl 22 4 0% 5%, #E N Yes,
(T E e ThingWorx IR H, FFEAE Tomcat FCE A&

3. WH Thing %FK

a. Platform | Thing name #ii A\ [} & X7 E A K ThingWorx “F &5 H1#) Thing #AHK—E

(T DA E 8 AR5 B DEZ%)

& T
Sromee ST e =
Property Groups _EI Server Interface =

P __ Enable | Yes
EMNEragl T
OFC DA __ Legacy blode [l
DDE Host localhost
OPC NET FPort R R
OFC AE _Fome, [ e/ IS 3
OPC HDA _ Applicationkey ]
M ] Trust seﬁﬂg_]_rjed cerificates No J
Trust all certfficates | Na
~ Disable encryption Yes '
 Thing name | KEPServerEX
Server description ' KEPServerEX Demo
= Data Rates .
 Scan rate (ms) [ 1000
Send every scan 'No
Publish floor ms) | 1000 =
| Server description
;An identifier that can be used to describe the server.

o ][ cws J[ o [ W

4. MR E

a. Data RatesH' 1] % B KEPServerEX ff] Scan rate

www.sibotech.net » SibO Te Ch®
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LT OPC 7% 7 s Fp X B0 & H A F M 2

PL Publish Floor ($#& M KEPServerEX #| ThingWorx [FJ4II%)

b. Logging "i%#¢ Yes, AJLLYE EventLog H'7& F|5¢T ThingWorx Native Interface [fJHICH
fRdsk, J7fEbEZ W

5. B FR R E S, 1217 ThingWorx Composer

a. FAT AL, b zip HIERE V5.21 A KEPServerEX %34

A4 FR AN KEPServerEX Extension for the ThingWorx IoT Platform

AR E$4E N C:\Program Files (x86)\Kepware\KEPServerEX 5\Utilities

b. FARIIEI/RE T ThingWorx Composer

2[5 Utilities vl @3 @

| Firmware

Eﬁln’[ouchﬁlientl’agﬁrowser. exe

‘5'; PServerEN Extenzion for the ThingWorx IoT Platform. zip
Eﬁmbplus_netbrowse. exe

|EgHetLink Configuration exe

[ nlnpi. dbm

EPingItFlrst. s

||‘§ FingItFirst. txt

|8 U=erConi v GUT. exe

I

Import Extensions

IR | IR

Close Validate

TS W [KEPSerwerEX Extension for the Thinghon | [ a70 |
IHEE ) | FERe vl [ mE |
Ol HiEw A7 ®)
Import

FORFANGER, T
Import Extensions

| .l KEPServerEX Extension for the ThingWorxIoT Platform.zip

Validation Results
KEPServerEX: 1.6.0
Installation Results

KEPServerEX: L.6.0

www.sibotech.net 34 Si bO Te Ch®
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Refresh Composer?

Extensions often include widgets. You will only be able to see the widgets if you refresh Composer.

Refresh now?

ARG, $#7~H 5 Composer, 1+ Yes

c. ThingWorx Composer | Monitoring | Remote Things 7] PAEF 2 H11% #) Unbound Remote Things

‘KEPServerEX’(Thing #F 5L 3 H—5)

W log: W Stwius AL Alens

6. ThingWorx H¥5 /Il New Thing
a. Name & KEPServerEX
b. Thing Template A RemoteKEPServerEXThing

c. Value Stream > KepwareValueStream

(R Y AL 5 AT )

www.sibotech.net
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I NewEntity~ (= Import/Export = Monitoring O Help Learning Connector

A @ KEPServerEX [l % it KepwareValueStream %

it
¥ cersenercx om - RN o
ENTITY INFORMATION eGeneral Information
LEH Properties Mame |7 KEPServerEX Active (2 @
&7 Services e
¥ Events Home Mashup | 2 7
= Description | 2
g Subscriptions
[ Home Mashup Avatar |2
PERMISSIONS Project | 2 / Published | ? |
@ Visibility
8 Decign Time Tags (2 7 Identifier | 2 Browse...
5 flasTims Last Modified Date | 7/ 2016-0-21 17:25:06.247
Thing Template |7 | @) RemoteKEPServerEXThing
CHANGE HISTORY —_—
Value Stream |7/ | iy KepwareValueStream %
0 Chanoebiens Implemented Shapes (21 | Search Thing Shapes Ve
DEPENDENCIES
“13 Entity Depends On
15 Uses This Entity N | B I T ==== BOBHw AR == == —
Documentation  ?
. . N S e g L N
d. Thing ‘KEPServerEX’ | Properties H A L\ B IE RS AN True
P ro perties ? d=Add My Property  ~ e=Manage Bindings __/’Edit ¥ Delete | "Duplicate
# My Properties
Edit MName Type Alerts Additional Info Default Val... Value &' DataChange E®mE
Mo Properties
w B8 RemoteKEPServerEXThing & (ThingTemplate) - Properties
¥ L Connectable B
Name Type Alerts Additional Info Default Value  Value &' DataChange E®E
wil isConnected _7’ 0 Alerts _'ff false true &
m lastConnection /" 0 Alerts B 2016-09-22 11:05... @&

| Generic Properties
7. ¥NJi0 Properties

a. M5 Services | AddItems | Test

www.sibotech.net ¥ Si bO Te Ch®
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ENTITY INFORMATION @Sewices 1 seAdd My Service = =f=Browse Remote Services # Delete
@ General Information
§ Properties # My Services
Edit Service Mame Test Service Type Inputs Output
i Events Mo Services

ﬂ Subscriptions

[ Home Mashup = 8 RemoteKEPServerEXThing & (ThingTemplate) - Services
PERMISSIONS Action Service Name Test Service Type Inputs Output
@ Visibility 03] AddItems Test 2 Remote Additemns [ items result
& Design Time
BrowseGroups Test <z Remote BrowseGr., -7 path - filter ] resuit

&2 Run Time
T TR i) Browseltems Test < Remote Browselte..  -T-path - filter [E] result
44 Change History fz) GetConfiguration Test <> Remote GetConfig... result
DEPENDENCIES s} GetEventSubscriptions Test |{I Local (Java Code) [ result
713 Entity Depends On fz) GetPropertySubscriptions Test | {I Local (Java Code) result
“5 Uses This Entity =

2] GetQueuedTasks Test |{I Local (Java Code) [ result

2 ProcessRemoteEvents Test L1l Lecal (Java Code) [ values (-]

) Removeltems Test 2y Remote Removelt... [E items 51 forceRemove result

ye) SendQueuedTasks Test | {J Local (Java Code) (-]

b. #HAMES S Bdit

o KEPServerEX

AR
i i
Additems - Test Service
/&, Please be careful. Only execute services and queries where you understand the impacts.
Iate that this is testing the eurrently saved scrint - any changes you have made since you have saved this entity will not be reflected in this test!
Inputs:
items
J

c. mii Add, FEHINFHRNAE

Source N KEPServerEX H1[R#r% 14k, 41 Channell.Devicel.Tagl

9

Name A ThingWorx H &7/~ Property %FK, 41 Tagl
ks it Add, AIPASINZ A Tags/Properties

(RIS EE 2R L ORA7 S SR I HEAT S )
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Editing Infotable
GAdd | Delete
Readonly ScanRateMs Diseritian — SR e Voo Saiwte e
@ ChronmeiiDevice: | [Tagt
8 = ChranneiLDevice! || [Tag2
e
d. miifi Save ZJ&, siii Execute Service/f MR [Fl
e. Properties FRIIXT R[] Property
R Add My Propertyat# Manage Bindings #F{T Tag-Property M4 &
(Add My Property "G #AE, FTIFCHBIRIE S| Properties
Manage Bindings 75 £ 5 HriE s ) !
E RN e ST LT
“iPro perties : 4AddMyProperty v | @aManage Bindings | Edit | XDelete | [[yDuplicate

# My Properties

| Edit MName Type Alerts Additional Info
O | & @Tagl == KEPServerEX: Tagl 0 Alerts
O & &= | @Tag2 &= KEPServerEX: Tag? 0 Alerts

w B8 RemoteKEPServerEXThing @ (ThingTemplate) - Properties
# | Connectable &

Name Type Alerts Additional Info
i+ isConnected 7 0 Alerts ®
ﬂ lastConnection ‘/’ 0 Alerts %

| Generic Properties

Default Value Value

Default Value

false

&' DataChange E ® B

Set | Value =)

Set | Value
Value & DataChange E ® B
true *
2016-09-22 11:05:0... &®

8. JilFr R AT & B & 4k, H it 5 BB L KEPServerEX | ThingWorx “F & &

38
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| i KEPServerEX * ]
$EX Kerservern @
EMTITY INFORMATION Properties 7 eAdd My Property " =sManage Bindings it ¥ Delete [ Duplicate
@ General Information
&7 Services [ Edit Name Type Alerts Additional Info Default Value  Value €' Datathange [ @ &
§ Event
E tvemts 8 [Z & @Tagl = Channell@@Devi.. 0 Alerts Push: ALWAYS 538 Set | Value B
H Subscriptions — — =
] Home Mashup (=] f g & Tag2 < Channell@@Devi... 0 Alerts Push: ALWAYS [} Se‘t_ Value
"L
PERMISSIONS w B8 RemoteKEPServerEXThing @ (ThingTemplate) - Properties
@ isininy # | Connectable | &)
(& Design Time
& Run Time Name Type Alerts Additional Info Default Value ~ Value ' DataChange E=B
: » f
CHANGE HISTORY XS] & OAlerts | f& false tiue @
45 Change History [ lastConnection P 0 Alerts & 2016-09-22 11:17:4... ;
DEPENDENCIES

P Generic Properties
“13 Entity Depends On

1% Uses This Entity
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h. SAINMH

10T-861 1] LLKE TV A i M AE bR R PSR 2 Rk, 4 PLC. #5545+ OPC Server %, 4—HI
B OPC P, ] LLR HEFRYE R DA/UA Server #2 L% Primiyin), [FIRE, &G BE 4515 3] = 0,

i IOT APP. Y2855 N H 22 b 1 1]

r"‘gd"' ‘ f'__-_u._ .
SCADAEBLOPC
DA/UA Client

O JEkr B
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6.1 FLARR

R~ (W*H*D): 230mm*83mm*205mm

230
213
200

45 LI

80

w1 i

205

80

20
=

*
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6.2 RIEFIE
BEH e
230
el3
200
T | — 1 ni 1 T j

80

80

20
D

205
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€. BiTieFx

I ] BT hiUAR BERNE
2023-10-18 A EH T A R
2019-1-15 A B I, B T I, BB USB B DL A = R ST .
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